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Retention Schedule for ICT Records United Nations Secretariat ICT
Technical Procedure

Section 1

Purpose and Scope

1.1 The purpose of this ICT technical procedure is to provide guidance on how to apply retention schedules

that have been defined for ICT records, with the ultimate goal of ensuring that ICT records are

adequately protected and maintained as well as discarded when no longer needed.

1.2 This ICT Technical Procedure covers all ICT records that are system-generated within the United

Nations network. It also covers records created by staff members that are used to conduct and support

ICT business.

1.3 The procedures are in accordance with existing guidance and should not conflict with established policies

provided by Archives and Records Management. In case of conflict of retention between existing

practice and this Retention Policy, the Business Unit should contact ARMS for resolution.

Section 2

Overview

2.1 A retention schedule is a timetable that specifies the length of time that records must be retained before

disposition. It also defines what disposition action should be taken (destroy or transfer to archives).

2.2 Retention schedules are assigned according to the document's useful business life within UN, applicable

statutes, regulations and any United Nations policies. Implementing retention schedules within the

organization also acknowledges the ongoing challenge and cost of keeping digital records 'alive'- i.e.

accessible and readable, beyond their useful value.

2.3 Benefits of applying ICT retention schedules include:

Enabling offices to standardize the storage and disposition of ICT records;
Facilitating the timely destruction and archiving of ICT records;
Reducing maintenance and infiastructure costs;
Eliminating unnecessary storage costs;
Ensuring managed growth of ICT assets;
Ensuring transparency to the clients and users as to ICT record policy;
Ensuring accountability and consistency as to disposal;
Preventing records with no continuing usefulness from slowing down the system;
Eliminating any risk of sensitive or personal information falling into the wrong hands.
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Section 3

Definitions

3.1 The following defmitions shall apply for the purposes of the present procedure:

(a) Authorized User, any staff memher who is authorized to use information and communication

technology (ICT) resources;

(b) ICT service providers: United Nations Secretariat organizational units that provide ICT services to

one or more Secretariat entities;

(c) Office of record: The office of record is the office or administrative unit that has been designated for
the maintenance, preservation and disposition of record (official) copies.

(d) Record: any data or information, regardless of form or medium, maintained by the United Nations as

evidence of a transaction; A record can be represented in any medium, for example paper, reports,

completed forms, data on hard drives, servers, disks, tapes and microfilm;

(e) ICT record: a record relevant for ICT management:

(f) IT Equipment: includes desktop and laptop computers, as well as servers, firewalls, etc.

(g) Aggregation: accumulated or collected records that are organized into groupings or series.

Section 4

Overall responsibility and accountability

4.1 ICT Service Providers and Business Units are responsible for implementing this ICT Technical

Procedure.

4.2 ICT Service Providers in OAHs, Regional Commissions, DFS/ICTD and OICT must follow the

Information and Communication Technology Records Retention Policy for UN Secretariat ICT Service

Providers, attached in Annex 2.

4.3 All other Business Units in which ICT services are being provided, must follow the Information and

Communication Records Retention Policy for UN Secretariat Offices other than ICT Service Providers,

attached in Annex 1
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Section 5

Elements of retention schedules

5.1 Retention schedules contain the following elements

• Record series

• Retention period

• Trigger

• Aggregation

• Disposition

5.2 Record Series is a group of related documents which are normally used and filed as a unit, and are

evaluated as a unit for retention scheduling purposes.

5.3 Retention period gives the total time the records are to be retained, regardless of their location. Retention

periods are generally expressed as a code (called a 'trigger') plus a number. The number is the number of
years the records are to be kept after the occurrence of the event or 'trigger' indicated by the code. For

example, in a retention schedule of 'C+2', 'C is the trigger that means 'Current year' and '2' means 2

years after the trigger occurred. In that example, if the current year is 2013, records covered in that record

series should be retained for 2014 and 2015.

5.4 Trigger: a trigger is an event from which a retention period is calculated. Triggers are shown in the

retention schedules by codes, as follows

Trigger Code Description

C Current year Maintain record until the end of the current year.

T Terminated Retain until termination, expiration or completion; 'T' must
be defined for each record series

Triggers can be known from the beginning of a record series lifecycle, or not. The triggers that are
known from the start are 'C, because they're based on a year that is known. The triggers that start with

'T' depend on someone to provide a date.1

1 The record series 'Capacity Usage Reports' has a retention of C+10. The trigger 'C means current year and the retention period
is 10 years. In this case no fiirther action by the owner of the record is needed to apply retention. The record series 'Network
Service Work Orders' has a retention of T+2. The trigger'T' in this case means 'completion of the work order' and the retention
period is 2 years after the work order is completed. The owner of the record needs to indicate that the event in question has been
completed, i.e. usually by 'closing' the annual work order folder. 
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5.5 Aggregation: aggregation indicates if retention schedules for records should be managed individually (by

document) or in groups (by folders) for the purposes of aging and disposition. Depending on the

particular case, it is typically considered best practice to manage records by folders.

5.6 Disposition: disposition indicates what happens when records have passed their retention periods. The

options are Destroy or Keep Permanently.

Section 6

Ongoing Revisions

6.1 This ICT Technical Procedure must be reviewed by the ICT Policy Committee on an ongoing basis.

6.2 Each department should review its retention schedule annually

• Records now being received or generated in the department which are not listed on the retention
schedules, should be added;

• Records which are no longer received, generated or maintained in the office, should be identified for
deletion from the retention schedule;

• Acquisition or adaption of new technologies;
• Changes to retention periods should be noted;
• The status of a record as vital (disaster recovery), notes regarding the record series, and changes in

the office of record should also be reviewed closely and changed if necessary;
• The proposed revisions will be reviewed by OICT, ARMS, the UN Office of Legal Affairs, and

Internal Audit Division of OIOS, as appropriate.

Section 7

Additional References

1- ARMS User Guide to Retention Schedule Implementation
https://archives.un.org/sites/archives.un.org/files/files/Policy_Guideline/Guideline_retention%20schedule%20ini

plementation.pdf

2- ARMS - Principles of Records Destruction
https;//archives.un.org/sites/archives.un.org/files/files/Policy_Guideline/Records_Destruction_Guideline.pdf

3- ST/SGB/2004/15 - Use of Information and Communication Technology Resources and Data

4- ST/SGB/2007/5 - Record-keeping and the Management of United Nations Archives

OFFICE OF INFORMATION AND COMMUNICATIONS TECHNOLOGY October 2014 (6 of 17)

Release 1.1 Retention Schedule for ICT Records United Nations Secretariat ICT Technical Procedure



QJ
+->

s

£
£

• fH

o

St
0»(=!

s

15
P4

1
©
"s

TS
©a
o

cc
0
O

•p*
+->
s
©
15
&

GO
TJ

©1
ooa
&

W3u©
'O

<¦¦ ¦
>-
o
fin

^ 5,5

u
oo©

H
O

WD

"3
a
J3
©©
H
OS
s S
a s-•FM
a ®
s -a
a o
1 ®O
U s
T3 p
S GO
C5 CO
rN ®
o S
•- CO

c3 5
a M
¦_ S-"

o 2
a c
hS ^
.. ©

X QJ
2 ^
a Z
^3 P

S-B
,9. o

o *:

oo

s £>

H §

DO

HO

(D
"2
'>
o
ft

t 53
S 2
H §
a ^

¦§ ^
1 o
d ^
o ^2 J
to .n
2 13ft <u

.2 "53
O Pi

II u
H 2

r,
^ 0
S d
^ .2
o +eP ^
+ oH o

tw
o a
c£> ^MH S-»

C/D

° J
d T3 o

S2
" a
p Oh
O.

<4H
o

II 2
H "S

« Ph
^ 0
I s
CD

<4H
O

T3rt
CD

Q-g'

± §H <G>

O -d
^ C3

Kgi ^ft

II 4>
H TS

« ft
^ 0
S d2 o£ V
Q 2
; ^

tn g
+ OH u

ft
o a
.<u w

«4-<
O

23

g

ca

^ CP
&

Oh

.2

.O-

O
CO
<D

vJ ,
S

ccj

¦j_» 23

8 S J 2 l
•o1 2 « 5? o

as g|
CO ^(D g

<3

c/T

*§ dJ Oh 2 'O | w
S-Bb s ^
til al
s O CDQ. ii/

00 O pi
o 2 o ^ g
to" s a

^ §
.,3 3 ^-o ^"S
a o ^ a ^ ^ -3
"S T3 g> -fi d id d
d S ^ tn -2- 2 |
S aj d W 9 W S
.2 "3 o •s "-S tO a
¦o >- o 3 a p o
g "S 2 *§ <u 2 ^

I „ - M) w ^ ft 2^
¦ "3 ^ d d .d o d

I "3 S '5 ^ ^ ^
i S illSSI
| 5 o ^ o -a dJ
'? "§ "B 23 « ^ to"

3 S .2 -§ g ft.2 "S
< -d to 2 .2 d Jd ft
1 -3 "§ 3 9
' . . Kt c! tH O d o
> g 3 o 2. to TS ^
3 2 o o s a di J3 CO CO ^ ^ rr>
< o "p -P co ^ .S5

©a S i| d d
- -S ^

g & ^ ^ S &
s a < ^ -8 S m

~2 23 •+-» ft,
§i d o ftU H-k COCO -H
co g

«+H

S a
O co•ft u
d T3
2 <0
a "2
2 -3TS cd

l g

a a
(D d

So
cd

JO
Sgsftft

E—1 ^

^ I
¦p o

i ^
S a
g "
cj CO

>>+-» CO
W CO

<D
23
p

=i "o
o 5O ^

23
PH O

M
&. s
O co
O .1P

a

D

a>

a d.2 gft fta o
§3 3

s 1
-o a

cd
hO

(D

g-
a a
g o
p d)

CO

¦a
<D

23
O
O <D
CD
Pi

3 °3 3
a d .2,u 2 a^ i £

S'l oh
ft s p R

o
CD

a
3 32
O g
a a
ID p
isf o

co Q

CD 5 -HO 2 P
0 +3 <D§ a a1
•ift| g
S § 8 a

CD <D

^ 0Oh O

HO
3_
P o

HO

W o

H

PQ o



CD
4->
I HMB

s

TO
'v—
nj
Io
CD

CO



&
wi

P

+

0
cn
a>-o
-o

1
-o
o
S

4>

tn

.$2

I
p>

f
i
kc
&

Q>O
& a>

r i ^n oo ^^ ci.

o
§X3

H "S
« a>
^3
U gco •'-5

P o
crT

a>
00

CO CO
bXJ'S
O C

s
q op2 a

4 £C3 'd
3 33 o
o ^>
ci ^

o
1^5
o ^
C cd d
o -y D

B 0 g
^ 1-2ci o -f-*• 3 O

cdt-T3
rd "^3

o go g

o©
©
-o

"S « ^
¦S u H
s ^ oQ-i Xj
^ ;*! d-1

<u oFd

I .^"S©d ©
O 3 3• P oCm ^ rj

3 3

Ho
»—H

PQ -

« 3 ci

i-Bl¦t—« i »¦
s s o3 O D
cq O &o

3
T3

H "S
- Ji

2 i
to -S
OJ t+H
O o

+H

_ . b
S § §
11^
U «
^1"

11
if-

oo©u

3
CO
c3
CO

p

©

»% CO CO

a SQB -b 23 X,
y 3

H ©O
T3 .
^33
'w o ©
3^ 0 M
§ ^ 53§ S a
J P0& -

1 -"-, p
CO u
CO 3
© ^3 «
a g s

©

©
_ o
cv-P

T3©o

CO

m & B

. ^ 0/3
ji, ©

1 |o
2 q .3

.S3 "2 3
q a S

H
U

§'.
CQ ^

©a
> Vh*-. (L>
© Tj

H
qI—( £1<

I
•3

II +.H 2

1 cMU
Q o
in

H

oo

o E3
<a «

« p
S 3
3 2S I
'S a

:-s

II13
SCOa
1-5
a a
CO _,-J-* T3
T3 ©
bX) d
3 1>
d©
a
cso
o

I
d©

1 ^b ^s §
*Z3

3 o

ii"
c3 72 o
.33 w Q-
Q ^ B

H

CQ —



(U

¦f
-o

I
GO

o
—3O

©o

G>

o
O
<!>

q.

a
«s

>>o
^30
cu
-d
CJ-d
©1©
9.mm
O
ei)
a

©
g B
!» +--•
T3 Cg
^ B—ci
Q j-

§

O "g

M CU

©O
S §3
r , k"n o
^ ?:HH fl(

<L)
>>

6
K boS O

+o

o
<D
B

C4H
O

O

bp g
.a a
t> go o^ 0S T3

<DO

H

&
fp

<D
.2
& o
o *73
cn

H g

§
§
«ft
Ph
<D©

TKOo
o
rH

Ph

d
rad

CO
c/T
«D• *Ho
"o
ft

bO

1
eg
d .
i> o-+-» -+->
KJ (D

¦" a
H ^O ft
ft "
o S
m ¦"
2 13
'ft 3
" B

bOQ

o
O r. «a « ?>
g B£ o 3 T3
g'J fl s
re o 3 2O ft t/D ft

H

§2

IOO
a»a

CO

d
"8
(D
&O
O-d
00

1
>

a©
S©
fcD
C3

«Rt

©O't 53

S 3
r . k*"M o
KH Ph

r_, ©to w
. rv WO

cd
o C+H
%°
a a
P g
^ &—I— • rft

« ^ §

| 11fe T3 O_Pl Lw -4-»

© o o

tZ!

- 9 —
g 3

I 'N1 ^
Q W 3 S ft

ft
9

O!

H

t—' oW S

©d• T-H

§
' ?H
i Ph

rO
O C
I—t+¦»
& r©
Q
co

Et:

d wT

o
o

o
CM
1—o
XJo
o
O

3d
(Uo
o

(0o

p

&
TOft-*
CDft.O
3)

CO
toc
o

d
0)
c3
COd
oo
<D
a:
h-
O

0
3d0
XIO
CO
c
.9

s S
3 «
s o:
i—i
tii
cr»
s
s



(U

S

v

^3 -4—»

<D
O
£ «

o P
i—i &<

§

i
CL

<D
<0

o
cx
2

cdo
*§
o
a
§ gu 5

w £P
"m .9
>> ^
es O
§

(D
"d
<D

cd cd
§ "B
'¦3 d^ i

I §
v? s
O piS'l
o .»

W Q
Q> i-,
P 0)

*55 cn P-< d
3 o o
-Q 3 p -H

3.
3 Ji B o
^ ^ 5a g
o d u eg

-3 _S 13

o « .s^ a 3
53 ^ - 1S 3 3 ^
a 2 2 "g „
a> 3 & 3 j-

Q>g 3 ^-5 3 o-
<.sj , ¦r* T

cd 'p.'d^ A-*^ ^ § 3 ^ 3
^ 3 3 o 5 ^
m" a S 0 3 3"
3 J2 o £3 o "S5
a g a, g u3 ^3
0 - O ^ T-, 3

^13
•» £3

> "

O
0)

CO o
co

_ ._ B •§ "55 3
B -y 31 3 ^
(U rj O en a

o ^ ^ ^ s
t> a -« 3 s ^ o

•a c<D <B

B 3> ^ -2
w)3 ant;
a ¦£ |-i
a.^a "
[ > •—h
o U/ OtoO.Ss
id ^ ^ q

•?r» co
P cd

g 3 u 3
& a ^ .2, a „
o o c? z>

CO ^ r-i 5-» ^5

3 ^-2 M||
P CO ^ ^ T3 |—1 r-t
^ q p-t ^ -2 r-N ^
5 § e _g I 2 s

<1>o• iH
> u
U <D
CO .in

CI
a
(D

o o3 °
B 'I o 3 1 3
Q 9.3 S "
„ g §^3 ^

0 o &, 0 a
+ ^ ^ ^
H " -B

t5
o
a.
QJ

uj  ,I §3 3
CO p
B .0

^ «4HCO Oa> ^
^ CO
*53 ^
-Q ^

« q
c2 ^
<D o

cda¦ »—H
a
o

OT bp
"m .3

rt Oa 3d O

a ^o 2a 3
3 3
o 'S

IIo «
so o

<D '-M
> ^
•q o

cr1
2
f
o
q
•d
a,

3
CO .3s ^
S .-d

£ ^
^ <D

T3O
COO
Cu

<i> c3

T3Q^-P
s p

<D m
P-. ^O ^

(I>

q
-d

4-. to
B -S
s1 s
a, q

3o
o

o "d
o
o

to

CO
•d

CO

i ^a a

> a O 3 .33c a o 2 o 13 5
S a o 3 "3 a §
a a j3 ^ a » d
.q T3 1=1 O q -Q i-,

<D ^2a 3§ asp s

o
co O
3 SCD Oo

(N
d § S ^
r- 7t _ 1_

o
"I5 § B H a
(3

w—i 3rS O U Sr

H
O

3
-M O
a a.o u
2 ^a 3>b0 ^a 3

to

Oo
"S cdd(i> cd
q -p

*S 0/385 d
^1'
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